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Programme Specification XE "Programme Specification" 
Title of Course: BSc (Hons) Cyber Security and Computer Forensics (Major Field)
Date Specification Produced: 2012
Date Specification Last Revised: September 2019
This Programme Specification XE "Programme Specification"  is designed for prospective students, current students, academic staff and potential employers.  It provides a concise summary of the main features of the programme and the intended learning outcomes that a typical student might reasonably be expected to achieve and demonstrate if he/she takes full advantage of the learning opportunities that are provided.  More detailed information on the teaching, learning and assessment methods, learning outcomes and content of each module can be found in the Course Handbook and Module Descriptors.

SECTION 1:
GENERAL INFORMATION

	Title:
	BSc (Hons) Cyber Security and Computer Forensics (Major Field)

	Awarding Institution:


	Kingston University

	Teaching Institution:


	Kingston University

	Location:
	Penrhyn Road


	Programme Accredited by:


	BCS The Chartered Institute for IT


SECTION 2: THE PROGRAMME

A. Programme Introduction
The School of Computing and Information Systems offers a Field (major mode) in Cyber Security and Computer Forensics (CS&CF) within the Joint Honours programme of the Undergraduate Regulations (UR). It has been accredited by the BCS since 2011. It can be studied in combination with Business. This combination leads to a degree in Cyber Security & Computer Forensics with Business. The CS&CF Field assumes no previous knowledge of Computing and provides a round education in the broad area of computing, security and computer forensics. There is provision for the development of a range of transferable skills and ample opportunity to demonstrate ability in applying practical and analytical skills.

The three years of the course have core modules that look into traditional computer science areas,  what is permissible under regulations and law and what knowledge and skills are required to protect against and for investigating cyber crime. The traditional computer science area topics include Computer hardware, Operating Systems, Network protocols, Databases and Programming. The professional topics include Computer law, Legal system and the regulatory framework of digital investigations. Knowledge and skills are acquired by looking at the micro level at topics such as authentication, encryption and steganography whereas at the macro level at topics such as preparing for an investigation, initial incident response strategies and the forensic acquisition, analysis and reporting of digital evidence using commercial and open source tools as well as audit network and system security, and detect intrusions.

Students undertake practical project based exercises in each of the years of the course, which culminates in an individual ‘capstone’ project in the final year 

We invest heavily in providing the latest equipment to support learning in the specialist computing laboratories of the School. The dedicated Forensic computing laboratory provides the student with Linux/Windows dual-boot  computers, access to the internet , digital forensic hardware and professional software such as FTK (Forensic Toolkit) and XRY (MicroSystemation). Students are able to experiment within an unconstrained environment in terms of computer administration and networking access.
B. Aims of the  Field/Course
The field shares the general aims and objectives of the Undergraduate Modular Scheme and the particular aims and objectives applicable to all Joint Degrees in the Faculty of SEC. The aims of the Field are to produce graduates who have:-

· a thorough understanding of the structure and operation of computer systems and networks, and an awareness of a wide range of applications of computers to software engineering problems and data management;

· an understanding of the varieties and impact of cybercrime and how digital devices may be used to aid criminal activities;

· knowledge of the legal system, legal processes, relevant laws and the regulatory environment related to the handling of digital evidence and forensic investigations;

· the ability to undertake digital forensic examinations, to support or oppose an investigative case;
· the knowledge and skills to select and employ software for the forensic investigations;

· ability to collect digital evidence and handle information and the management analysis and presentation of evidence and conclusions; 

· an adequate foundation to enable them to appreciate and absorb future developments in computer and network security and to communicate with others within and across discipline boundaries in the design and implementation of solution techniques;

· a range of transferable skills including working in teams, time-management, research, writing (user documentation, reports, handouts) and oral presentation of findings.

C. Intended Learning Outcomes
The programme provides opportunities for students to develop and demonstrate knowledge and understanding, skills and other attributes in the following areas.  The programme outcomes are referenced to the QAA subject benchmark for Computing and the Framework for Higher Education Qualifications in England, Wales and Northern Ireland (2008), and relate to the typical student.
	Programme Learning Outcomes

	
	Knowledge and Understanding

On completion of the course, students will have knowledge and understanding of:
	
	Intellectual skills 

On completion of the course, students will be able to:
	
	Subject Practical skills 

On completion of the course, students will be able to:

	A1
	demonstrate an understanding of the operation of the components of a computing system


	B1
	translate requirements into forensics computer systems specification and design in order to meet current needs and have the potential for future developments
	C1
	Identify, collect, analyze, organize and validate digital evidence



	A2
	plan a computer investigation, use various acquisition tools and interpret the evidence


	B2
	use appropriate information systems with particular reference to the storage, retrieval and analysis of data and to the representation of information
	C2
	demonstrate forensics development skills applicable to all aspects of the computer investigation life-cycle

	A3
	design and implement a computer network with enhanced security features


	
	
	C3
	present and document results at a level which is appropriate to the computing knowledge of the recipient

	
	
	
	
	C4
	demonstrate project management controls and communication skills when developing the final year project

	
	
	
	
	C5
	demonstrate the technical ability to search and disseminate information using the various tools of the Internet

	
	
	
	
	C6
	communicate effectively with other scientists in specifying system objectives, implementing solutions using appropriate software and evaluating the results

	
	
	
	
	
	


In addition to the programme learning outcomes identified overleaf, the programme of study defined in this programme specification will allow 

students to develop a range of Key Skills as follows:

	Key Skills

	Self Awareness Skills
	Communication Skills
	Interpersonal Skills
	Research and information Literacy Skills
	Numeracy Skills
	Management & Leadership Skills
	Creativity and Problem Solving Skills

	Take responsibility for  own learning and plan for and record own personal development
	Express ideas clearly and unambiguously in writing and the spoken work
	Work well  with others in a group or team
	Search for and select relevant sources of information
	Collect data from primary and secondary sources and use appropriate methods to manipulate and analyse this data
	Determine the scope of a task (or project)
	Apply scientific and other knowledge to analyse and evaluate information and data and to find solutions to problems

	Recognise own academic strengths and weaknesses, reflect on performance and progress and respond to feedback
	Present, challenge and defend  ideas and results effectively orally and in writing
	Work flexibly and respond to change
	Critically evaluate information and use it appropriately
	Present and record data in appropriate formats
	Identify resources needed to undertake the task (or project) and to schedule and manage the resources
	Work with complex ideas and justify judgements made through effective use of evidence

	Organise self effectively, agreeing and setting realistic targets, accessing support where appropriate and managing time to achieve targets
	Actively listen and respond appropriately to ideas of others
	Discuss and debate with others and make concession to reach agreement
	Apply the ethical and legal requirements in both the access and use of information
	Interpret and evaluate data to inform and justify arguments
	Evidence ability to successfully complete and evaluate a task (or project), revising the plan where necessary
	

	Work effectively with limited supervision in unfamiliar contexts
	
	Give, accept and respond to constructive feedback
	Accurately cite and reference information sources
	Be aware of issues of selection, accuracy and uncertainty in the collection and analysis of data
	Motivate and direct others to enable an effective contribution from all participants
	

	
	
	Show sensitivity and respect for diverse values and beliefs

	Use software and IT technology as appropriate


	
	
	


D. Entry Requirements
The minimum entry qualifications for the programme are:

From A levels:

112 points, General Studies not accepted

BTEC National:
112 points: Distinction, Merit, Merit

Access Diploma:
60 credits overall 45 at level 3 the remainder from level 3 or level 2

Computing Foundation Year

Plus:
GCSE (A*–C): five subjects, including English Language and Mathematics

A minimum overall IELTS score of 6.0 with a minimum of 5.5 each element, iBT TOEFL 80 with R at 20, L at 19, S at 21 and W at 20 or equivalent is required for those for whom English is not their first language.

We will consider a range of alternative qualifications or experience that is equivalent to the typical offer. Applications from international students with equivalent qualifications are welcome.

Disclosure and Barring Services (DBS) clearance is not required


E. Field/Course Structure

This programme is offered in full-time and sandwich mode, and may also be taken part-time, and leads to the award of BSc (Hons).  Entry is normally at level 4 with A-level or equivalent qualifications (See section D).  Transfer from a similar programme is possible at level 5 with passes in comparable level 4 modules – but is at the discretion of the course team.  Intake is normally in September Direct entry into level 6 is not permitted.
E1.
Professional and Statutory Regulatory Bodies


BCS, the Chartered Institute for IT
E2.
Work-based learning, including sandwich courses
KU Talent; the University’s career service, has a specific team for the faculty that helps source industrial placements. Placement specialists within the KU Talent team help students throughout the application process, with support interviews and throughout the transition to work, for example, with mock interview sessions, CV workshops, careers fairs and industry speakers on employers’ needs. The team monitors the student whilst in industry. Placement students are visited whilst in industry by a network of academics who act as individual placement tutors. 

Work placements are actively encouraged as they expose students to a real working environment, which makes them more experienced and employable after their first degree. Work placements also enable employers to find employees for permanent positions. Note that ultimately it is the responsibility of individual students to source and secure work placements.

E3.
Outline Programme Structure

BSc (Hons) Cyber Security and Computer Forensics (Major)
     LEVEL 4
LEVEL 5



LEVEL 6
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Each level is made up of four modules each worth 30 credit points.  Typically a student must complete 120 credits at each level. All students will be provided with the University regulations and specific additions that are sometimes required for accreditation by outside bodies (e.g. professional or statutory bodies that confer professional accreditation). Full details of each module will be provided in module descriptors and student module guides.  

	Level 4 (all core)

	Compulsory modules
	Module code
	Credit

Value
	Level
	Teaching Block

	Programming I
	CI4100
	30
	4
	1 and 2

	IT Toolbox
	CI4200
	30
	4
	1 and 2

	Digital Forensics Principles and Practices
	CI4310
	30
	4
	1 and 2

	Minor field module
	
	30
	4
	1 and 2


Progression to Level 5 requires 120 credits including passes in above 4 modules. Students exiting the programme at this point who have successfully completed 120 credits are eligible for the award of Certificate of Higher Education.

	Compulsory modules


	Module code
	Credit 

Value
	Level 
	Teaching Block

	Ethical Hacking
	CI5235 B
	30
	5
	1 and 2

	Networking & Operating Systems
	CI5220
	30
	5
	1 and 2

	Database Application Development
	CI5320
	30
	5
	1 and 2

	Minor field module
	
	30
	5
	1 and 2


Progression to Level 6 requires 240 credits including passes in above 4 modules. Students exiting the programme at this point who have successfully completed 240 credits are eligible for the award of Diploma of Higher Education.
Placement Module

Students on the sandwich route take the module CI5999 Industrial Placement

	Industrial Placement (60 credit) for students on sandwich course

	Compulsory modules


	Module code
	Credit 

Value
	Level 
	Teaching Block
	

	Industrial Placement
	CI5999
	60
	5
	1 and 2
	


	Level 6 (at least 60 credits = core)

	Compulsory modules


	Module code
	Credit 

Value
	Level 
	Teaching Block

	Internet Security
	CI6240
	30
	6
	1 and 2

	Threat Hunting, Analysis and Mitigation
	CI6275 B
	30
	6
	1 and 2

	Individual Project
	CI6300
	30
	6
	1 and 2

	Minor field module
	
	30
	6
	1 and 2


Level 6 requires the completion of the above four modules.
F. Principles of Teaching, Learning and Assessment 

This degree approaches the discipline for a very practical and applicable standpoint. In each year of the course students will investigate, use and develop systems, sometimes as members of a team and sometime as an individual. 
In common with other Computer Science students, in their first year students are aided in developing their programming, research, (in terms of reading and research methods such as interviewing, distinguishing between strong and weak evidence and argument)), writing, decision-making, and analytical skills. They also begin to deal with client requirements and case studies. 
For the Digital Forensic part of the course the students are provided with a dedicated forensic laboratory giving access to commercial software  to investigate digital crime. The module at the first year  allow the students to focus on what constitutes digital crime, legal frameworks for the UK and European Union as well as the United States of America, introduction to security and operating systems. At the second year the module contents are dedicated to crimes committed using computers (desktop or laptops) and their analysis using commercial software. At the third year the emphasis is on security and on crimes committed on the fly. 
The philosophy behind each module is about gaining confidence and motivation from ‘hands-on’ experience during the laboratory sessions. For example, students initially investigate cases where the solutions are known and later on are able to approach unknown situations.
In their final year students work on their own to showcase these academic and practical skills under the umbrella of the final year project. The project is the ideal opportunity to explore further areas of interest and in the past students were involved in projects for memory forensics, steganography (hiding a picture behind a picture is such an example), iphone forensics, honeypots (where a server is left unprotected on the internet to analyse attack patterns).
Acquisition of learning outcomes are  through a combination of closely supervised laboratory work, encouraging team work and interaction with other students especially with open-ended practicals, lectures, guided and individual literature reading and research and presentations from external visitors
Throughout these years each module uses a variety of assessment processes that aid students in meeting their module learning outcomes.  For example, IT Toolbox allows students to learn how to host, run a server with services, and develop complexity and understanding of the environment they will be working in through a series of summative assessment tasks (some of which are cumulative). 

The assessment for programming also takes a practical learning form where for example, students are given source code which they amend and run.

Other forms of assessment are designed to test cumulative learning which determine whether the student is ready to proceed to the next level of their studies. Assessment may be coursework, in-class test, online test, examination and include report writing to a professional level to meet employer expectations, demonstrations, and presentations such as poster presentations. 

The Personal tutoring scheme is used to continuously monitor student progress and provide tailor made support to those who need it.

A key first year module is IT Toolbox. Its philosophy is about gaining confidence and becoming motivated by ‘hands-on’ experience. Students develop a wide range of practical skills from entrepreneurial ability in starting up an e-business, creating and registering their own website, to how to make an app. The practical lectures are also live-streamed and later uploaded as video providing the student with a permanent accessible resource. 

In each year of the course students will develop systems, sometimes as members of a team and sometimes as an individual. For example, in their first year students are aided in developing their programming, research, (in terms of reading and research methods such as interviewing, distinguishing between strong and weak evidence and argument), writing, decision-making, and analytical skills. They also begin to deal with client requirements and case studies. 

The capstone project is a mandatory part of the programme and is undertaken in the final year. It offers students the opportunity to integrate their cumulative academic studies and practical skills with a single project, which may be for a real client. Students are provided with opportunities to engage with the project earlier on in their programme before the start of the project to ensure that they are adequately prepared to undertake this in their final year.  

Modes of Teaching

Scheduled contact time with students consists of lectures, tutorials and practical sessions, which may be supported by Peer Assisted Learning (PAL) and Academic Mentoring depending on individual module requirements. In general, subject material and corresponding methods and techniques are introduced in lectures; practical activities are regarded as essential to the understanding of the material and the development of relevant skills and are often used for giving formative feedback on assessment components. In addition to these there are daily drop-in sessions at the School’s Academic Skills Centre where support is provided on a one-to-one basis. 

Students are encouraged to develop as independent learners as they progress through their degree course, so typically the contact reduces. There is greater contact time at level 4 to provide initial academic support, leaving the remainder for self-directed or guided study time.  

Typically contact time with students consists of:

· Formal lectures:

· Face-to-face

· Live-lecture streaming as well as post-live video broadcasting

· Computer workshops/laboratories:

· Individual and Group work 

· Problem solving and other skill developing classes

· Independent and guided learning from e-resources, texts and work books

· Online e-learning forums and Blended learning

· Visits to outside organizations

· Assessment 

Virtual Learning Environments

The university’s virtual learning environment is used extensively in all modules as a means of dissemination of lecture notes, worksheets, assignments, reference materials, links, videos and lecturer annotated slides. In this way it acts as a repository for learning materials to be used by the students for independent study and in addition in some modules, for formative and summative tests and surveys.

Assessment and Feedback 

Assessment is regarded as an integral part of our learning and teaching strategy, with ample opportunities given to students for formative assessment with rapid feedback that is an important aid to students’ learning.  The Tutor’s guidance is designed to provide feedback to a student, thus helping them prepare for the summative assessment.

A wide range of other assessment mechanisms, outlined in section C above, are used to ensure that students with different backgrounds and different strengths are not disadvantaged and to ensure that our students are capable of tackling many different types of problems. 

In the final year every student undertakes a final year capstone project which is a significant activity that draws on and enhances the skills and knowledge developed throughout the programme. As such the assessment places greater emphasis on ability to plan work, manage time effectively, and research background information, culminating in portfolio of written reports and an interview.

Formative assessment strategies and feedback opportunities include short or quick quizzes consisting of multiple choice or short answer questions and mock exams designed to reinforce concept learning and build subject confidence and may be delivered online as part of computer-aided assessment. 

Other feedback opportunities are afforded during preparation for summative assessment for example, reviewing draft assignments by peers and/or tutor.

In the programme as a whole, the following components are used in the assessment of the various modules:

· Multiple choice or short answer questions: to assess competence in basic techniques and understanding of concepts

· Long answered structured questions in coursework assignments: to assess ability to apply learned techniques to solve simple to medium problems and which may include a limited investigative component

· Long answer structured questions in end-of-module examinations: to assess overall breadth of knowledge and technical competence to provide concise and accurate solutions within restricted time

· 
Practical exercises: to assess students’ understanding and technical competence

· 
Group-based case studies: to assess ability to understand requirements, to provide solutions to realistic problems and to interact and work effectively with others as a contributing member of a team. The outcomes can be:

· 
Written report, where the ability to communicate the relevant concepts, methods, results and conclusions effectively will be assessed.

· 
Oral presentation, where the ability to summarise accurately and communicate clearly the key points from the work in a brief presentation will be assessed.

· 
Poster presentation where information and results must be succinct and eye-catching.

Key skills developed throughout the course form an integral part of an assessment. 

Research Informed Teaching

The course team is research active within the Digital Information Research Centre (DIRC), which is dedicated to the advancement of the theory and applicability of computer science to enable internationally-leading work in the field of informatics, addressing the needs of society in the thematic areas of health, communications, security and data. The centre provides an inclusive and outward looking environment for research development, fostering interdisciplinary and multidisciplinary research to achieve maximum impact in real-world applications.

The following areas within the centre are incorporated into the course design:

· NoobLab is an online programming environment that has emerged as an artefact from research by the Technology Enhanced Learning Group. Targeted at those students who are new to programming, it provides an immersive learning experience in which practical exercises can be delivered in a stimulating, engaging fashion, with real-time feedback provided to the student as they work and progress at their own pace. The School has internationally recognised research groups that feed into and support student learning through its teaching programme.

· The computer vision activity within the centre has internationally recognised expertise in visual surveillance, medical imaging and intelligent environments.  Recently, the centre coordinated a special session of the Computer Vision and Pattern Recognition conference on “Computer Vision for Computer Games”. The Human Body Motion Group within DIRC works on the extraction, analysis and synthesis of human motion using video footage and motion capture data for graphics and games applications. Thus there is good linkage between research and teaching and the teaching team for computer science draws from DIRC members.

· The Wireless Multimedia and Networking Research Group carries out fundamental and applied research on wireless communications and networking, media streaming and closely related fields. It investigates adaptive delivery of media information with an adequate quality of service. Research activity relies on the different fields of information theory, signal processing and applied mathematics, communication theory, wireless networking and security. 

Students are also able to develop their research skills which form a fundamental part of Levels 4 to 6’s curriculum. These skills enable students to distinguish and present appropriate evidentiary information in an argument. These skills are greatly valued by employers. 

Staff members also engage with research into teaching and learning in Higher Education which feeds through to support learning in lectures and other forms of student engagement during contact time.
G. Support for Students and their Learning

Students are supported by a highly qualified team of academic staff that includes individuals in the following roles:

· A Course Director to help students understand the programme structure

· A Module Leader for each module 

· A Personal Tutor to provide academic and personal support 

Additional support is provided by the following specialist staff:
· A Placement Tutor to give general advice on placements

· Technical Support to advise students on IT and the use of software

· A designated Programme Administrator, known as a Field Leader

· English language support for international students

Matters outside the academic arena are supported by:

· Student support facilities that provide advice on issues such as finance, regulations, legal matters, accommodation, international student support etc. 

· Disability and dyslexia student support 

· A substantial Study Skills Centre that provides academic skills support

· Careers and Employability Service

· The Students’ Union 

· An induction week at the beginning of each new academic session

· Staff Student Consultative Committee

· A virtual learning environment (VLE) available on the university’s intranet

The students are introduced to all these mechanisms during induction sessions at the beginning of each new academic year. It is here that the level 4 students first encounter the university’s computer network, which includes their personal access to the VLE and how to use it as a learning environment. They are also encouraged to make use of the substantial Study Skills Centre, an important resource that provides additional help across a range of academic skills.

Students are expected to be involved in the development of their programme. On an individual level through meetings with their personal tutors at which they can discuss their academic progress, personal development and can seek advice on course and module choices in the light of their career aspirations. As a cohort, students can contribute to many aspects of programme evolution for example by student representation on committees including Staff Student Consultative Committees as well as by their formal and informal feedback such as the mid-module and end-of-module reviews. 

Support for Academic Skills

There is a range of support available within the School, which includes but is not limited to:

SEC Academic Success Centre

Drop-in Programming Sessions (Java Aid) 

Drop-in Maths Aid sessions 

Academic Probation Programme, with Academic Success Workshops

SEC Academic Success Centre (SASC) is a one-to-one drop-in Study Skills session for students every weekday. Help is available on a range of academic skills from writing reports, note-taking, to exam revision, referencing, and mathematical skills.
Faculty Student Support and Engagement

The Faculty Student Support and Engagement Officer (FSSEO) is part of a wider support network to help students make the most of their time at Kingston. This can help when students: have questions or difficulties outside their academic work; think they need help from more than one service ; would like to discuss their options

StudentHUB 

The StudentHUB is available to all Kingston University students and provides access to support services on a 24/7 year round basis. If they can’t find their answer there, then they can submit an enquiry to our expert professional staff, trained in their specific field

The Personal Tutoring Scheme (PTS)

Students are assigned a member of the computing academic staff as their Personal Tutor (PT) which they retain for the full three or four-year duration of their time at university. The first contact between student and PT is during Induction Week for an introductory meeting and thereafter the following procedure introduced. 

Level 4 - Settling in and building confidence

In the first year (Level 4) PTs follow-up the Induction Week contact with a 1-to-1 meeting between weeks 1 and 3 in order to discuss any academic or pastoral issues that might have arisen during this important settling-in period. Within the same period, one of the core modules (IT Toolbox) provides an opportunity for feedback on an assignment renewing contact between student and PT where feedback is given to the student within the PT group during the first six weeks of term within the tutor group. 

Thereafter, most modules provide regular formative assessments that students are expected to engage with. PTs monitor this engagement in partnership with the module team(s), giving feedback to students on their performance in 1-to-1 meetings before the winter vacation (approximately in weeks 6/7 and weeks 10-12), aiming to encourage students’ engagement with these activities.

After the vacation, PTs discuss module feedback with their tutees, encouraging them to act upon the feedback and highlighting for them how it feeds-forward into later assessments.

Subsequent PT meetings are motivated by continued monitoring of formative assessment in core modules and helping students to begin preparing for exams (often their first exam experience in Higher Education (HE)) by providing support and signposting appropriate sessions in the SEC Academic Success Centre.

Level 5 ‘Stepping it up’ and broadening horizons

In second year the focus of the PT system is to encourage students to begin looking forwards, toward some form of academically-relevant placement activity, perhaps as a full-scale Industrial Placement in year 3, or as some form of identifiable engagement with industry, such as a relevant short-term placement, summer work or a subject-relevant internship.

All students receive information from the Faculty and University Placement teams on the process and opportunities before the winter vacation. The PT highlights the importance of students engaging with this in their “welcome back” induction meeting in week 1, together with an explanation of how Level 5 modules contribute to degree classification, and any other differences in course structure and assessment procedures between Levels 4 and 5.

During the second teaching block PTs provide tutees with updates of activities from the Faculty and central placement teams, as well as signposting central careers events, including CV-writing workshops.

Level 6 Maximising success and moving on

In the final year the focus shifts to graduation and employability. In the first weeks of term the PT’s role is to welcome students back, encourage them to reflect on their progress and module feedback, and plan to make the most of their final year. Throughout Level 6, the university Employability and Careers Service provides activities which the PT signposts for students. After the winter vacation the PT meets with their tutees to discuss the opportunities for graduate study and employment and provide contact details for employer’s reference requests.

H. Ensuring and Enhancing the Quality of the Course

The University has several methods for evaluating and improving the quality and standards of its provision.  These include:

· External examiners

· Boards of study with student representation

· Annual review and development

· Periodic review undertaken at subject level

· Student evaluation

· Moderation XE "Moderation"  policies

· Periodic review for professional accreditation by the BCS: The Chartered Institute for IT

I. Employability Statement 

Throughout the course employability forms an integral part at module-level. The emphasis being to encourage students in forward thinking and planning for their post-university career and employment combined with gathering practical as well as core academic skills.

The core programming modules tasks are based on a practical perspective enabling students to identify typical organisational programming needs. The ability to construct basic algorithms such as sort and search as well as use a range of programming languages to match industry needs.   

The Individual Project allows the student to show their ability to manage and develop work with, whenever possible, a real client and produce a showcase.

Students enhance their employability by gaining, if they wish, Vendor Certification for two worldwide-recognised software packages, namely XRY (Mobile Forensics) and FTK (Forensic Toolkit).

Recent graduates have been offered positions with GE and PriceWaterHouseCooper.

One of the great strengths of the School is the strong links with industry IT leaders many of whom act as guest lecturers on a variety of modules. Popular speakers come from organisations such as IBM and Google.  

Industrial Placement and its Importance to Student Employability 

The School has excellent links with employers and actively encourages students to take an Industrial Placement, which occurs before their final university year. Many students have been offered permanent employment depending upon their final degree classification while on industrial placement. IBM, Thomson-Reuters, Attenda, Centrica, and many more blue chip organisations offer placements to students instilling them with real workplace experience and enhancing their practical computing and working skills. This further impacts on employability as students returning from placement have been proven to perform better in their final year of academic studies than students who have proceeding on a straight three year university programme. 

It is recognised that to gain employment in the sector students need to be able to showcase their work.

Guest lecturers and case studies are used in teaching when appropriate.

The course is vocational and developments are discussed by the School’s Industrial Advisory Panel.  The School has strong links with both industry and the professional body, the BCS the Chartered Institute for IT. It hosts a local BCS chapter and several members of the School are involved with the Institute at corporate level.

The course strongly follows the University’s Employability initiative by developing employability skills in each year of the course. As an industrial placement is an option for students, and is strongly promoted, some of skills normally developed at level 6 are introduced at level 5 so that students are ready for their placement. For example, CV writing and tailoring, job application, preparing for interviews, on line tests and assessment days. 

Graduates go into the areas of security and digital forensics with commercial companies and law enforcement agencies.

Computer forensics jobs are often available in law-enforcement agencies, military and government intelligence agencies, and private security and consulting companies.

Graduates can work as penetration testers (finds security vulnerabilities in target systems, networks, and applications in order to help enterprises improve their security), Forensic Analysts (recovers and examines data from computers and other electronic storage devices in order to use the data as evidence in criminal prosecutions), Incident Responders (member of a team that reviews services and information at risk to contain and eradicate threat agents by providing service recovery guidance)

J. Approved Variants from the Undergraduate or Postgraduate Regulations
Compensation of the project module

Compensation is not permitted for the following module:

· CI6300 Individual Project

Reassessment following failure of the first attempt will normally be: 

· by retake to improve the dissertation for marginal failure (Grade F5 or marks of 35-39) and the mark will be capped

· or by repeat 
K. Other sources of information that you may wish to consult

QAA Benchmark statement website:  http://www.qaa.ac.uk/Publications/InformationAndGuidance/Pages/Subject-benchmark-statement-Computing.aspx 

Professional or statutory body information:  http://www.bcs.org/ 

Module guides

Student handbook

Guidance on Enterprise and Entrepreneurship (Draft) 

http://www.qaa.ac.uk/Publications/InformationAndGuidance/Documents/EE_Draft_Guidance.pdf
Development of Programme Learning Outcomes in Modules

This map identifies where the programme learning outcomes are assessed across the modules for this programme.  It provides an aid to academic staff in understanding how individual modules contribute to the programme aims, and a means to help students monitor their own learning, personal and professional development as the programme progresses and a checklist for quality assurance purposes.

	
	
	
	Level 4
	Level 5
	Level 6

	
	Module Code
	
	CI4100 Programming I
	CI4200 IT Toolbox
	CI4310 Digital Forensics Principles and Practices
	CI5235  B Ethical Hacking
	CI5220 Networking and Operating Systems
	CI5320 Database Application Development
	CI6300 Individual Project
	CI6275 B  Threat Hunting, Analysis and Mitigation
	CI6240 Internet Security

	Programme Learning Outcomes
	Knowledge & Understanding


	A1
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	FS
	FS
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	F
	FS
	FS
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	B1
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	FS
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	Subject Practical Skills
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	FS
	FS
	
	FS
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	C2
	F
	F
	FS
	FS
	FS
	
	FS
	FS
	FS

	
	
	C3
	FS
	F
	FS
	FS
	F
	FS
	FS
	FS
	FS

	
	
	C4
	F
	F
	F
	F
	F
	FS
	FS
	
	

	
	
	C5
	FS
	FS
	FS
	FS
	FS
	FS
	FS
	FS
	FS

	
	
	C6
	FS
	FS
	FS
	FS
	FS
	FS
	FS
	FS
	FS


S 
indicates where a summative assessment occurs.  

F
where formative assessment/feedback occurs.  

(Students will be provided with formative assessment opportunities throughout the course to practise and develop their proficiency in the range of assessment methods utilised.)

Technical Annex

	Final Award(s):


	BSc (Hons) Cyber Security and Computer Forensics with…

	Intermediate Award(s):


	Cert HE,  Dip HE, Ordinary degree

	Minimum period of registration:
	Full-time – 3 years

Sandwich – 4 years

Part-time – 6 years



	Maximum period of registration:
	Full-time – 6 years

Sandwich – 8 years

Part-time – 12 years



	FHEQ Level for the Final Award:


	6

	Modes of Delivery:


	Full-time, part-time, sandwich

	Language of Delivery:


	English

	Faculty:


	Science, Engineering & Computing

	School:


	Computer Science and Mathematics

	Department:


	Department of Computer Science

	JACS code:
	G400


	UCAS Code:


	


Updates
Change core CI6275 Live and Network Forensics Occ B to core CI6275 Threat Hunting, Analysis and Mitigation Occ B
CI6275 Occ B


Threat Hunting, Analysis and Mitigation





CI5235 Occ B


Ethical Hacking





CI4100


Programming I





CI4310


Digital Forensics Principles and Practices





CI6300


Individual Project








CI5320


Database Application Development





CI6240


Internet Security





CI5220


Networking & Operating Systems





CI4200


IT Toolbox





Minor Field Module








Minor Field Module





Minor Field Module
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