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Programme Specification

Title of Course: Minor in Cybercrime
Date Specification Produced: September 2012
Date Specification Last Revised:  March 2013
This Programme Specification is designed for prospective students, current students, academic staff and potential employers.  It provides a concise summary of the main features of the programme and the intended learning outcomes that a typical student might reasonably be expected to achieve and demonstrate if he/she takes full advantage of the learning opportunities that are provided.  More detailed information on the teaching, learning and assessment methods, learning outcomes and content of each module can be found in Student Handbooks and Module Descriptors.

SECTION 1:
GENERAL INFORMATION
	Title: 
	Cybercrime

	Awarding Institution:


	Kingston University

	Teaching Institution:


	Kingston University

	Location:
	Kingston University 


	Programme Accredited by:


	N/A


SECTION 2: THE PROGRAMME

A. Programme Introduction
The MA Cybercrime minor at Kingston University provides prospective students with the rare opportunity to study an emergent discipline.  The globalisation of the World Wide Web has given rise to new opportunities in fields as diverse as business, entertainment, and education. However, the internet also possesses intrinsic disadvantages, and one of these major disadvantages is cybercrime.  Cybercrime is a comparatively new subject area within criminology and the minor seeks to examine the increasing use of computer technology for criminal activity.  The course encompasses the impact of globalisation, the history of information technology and the establishment of the World Wide Web.  Consideration is given to what cybercrimes are, what is known about them, and how the internet and computer networks have redefined opportunities for criminal behaviour.  This innovative criminal behaviour is studied in detail, with computer hacking and cracking, cyber-fraud, internet piracy, hactivism and cyberterrorism, offensive online content, internet hate crime, cyberstalking, cyberliberties and cyber-victimisation forming the core focus of the syllabus.  The course goes on to provide a critical examination of how the internet is regulated and policed, and whether cybercrime can be controlled, reduced or eradicated.  The social harm caused by cybercrime is considered, alongside the monetary cost of such activity.  The response of the police and security industries is evaluated, from national police procedures to international police cooperation, from personal internet security to the role provided by software manufacturers and internet service providers.  The module also focuses on information technology law, international legislation, and the challenges of legal pluralism in a globalised legal landscape.  The programme is designed to appeal to those already involved in information technology investigation and security, those wanting to follow such a career path, and those who wish to develop their understanding and application of cybercrime and security issues as social scientists, police officers (and private security professionals), managers, and lawyers.  Course content will include cybercrime and globalisation, internet fraud, malicious use of the internet, cyber-terrorism, intellectual property theft, and the use of the internet for victimisation.  These contexts will be used to explore critically cybercrime within the domestic, European, and international spheres.  Topical case studies will be introduced to examine professional, political, and public awareness of cybercrime as a social problem, alongside increasing media coverage of high profile cases.  Kingston’s innovative MA Cybercrime minor is the first of its type in the UK to address Cybercrime as a social science.  The course is delivered in a flexible format for a wide student base, including part-time students and students wishing to continue their professional development.  The syllabus combines academic knowledge with practical knowledge that will be beneficial in the workplace and draws on the expertise and research of senior staff within the Department’s Centre for Abuse and Trauma Studies (CATS) which has a strong background in cybercrime research.
B. Aims of the Programme
The main aims of the minor field are to:

· To introduce graduate students to key theoretical concepts which formulate and underpin the discrete field of cybercrime within criminology and socio-legal studies.  

· To provide students with the knowledge, understanding and skills to critically engage with complex debates within the discipline and the wider social sciences.

· To develop students’ critical evaluation skills in the application of theory to practice via critical examination of information technology law, internet security practices, and cyberliberties.  

C. Intended Learning Outcomes
The programme provides opportunities for students to develop and demonstrate knowledge and understanding, skills and other attributes in the following areas.  The programme outcomes are referenced to the QAA subject benchmarks for Criminology and the Framework for Higher Education Qualifications in England, Wales and Northern Ireland (2008), and relate to the typical student.

	Programme Learning Outcomes

	
	Knowledge and Understanding
On completion of the course students will be able to:
	
	Intellectual skills – able to:
On completion of the course students will be able to:
	
	Subject Practical skills 
On completion of the course students will be able to:

	A1
	Recognise and deconstruct cybercrime and identify and apply relevant theories to cybercriminality and online victimisation.
	B1
	Demonstrate the ability to synthesise criminological and socio-legal theories of cybercrime and utilise them to deconstruct cybercriminality.
	C1
	Engage with diverse theoretical approaches and apply critically theory to practice. 



	A2
	Critically analyse cybercrime through the consideration and evaluation of real world case studies. 
	B2
	Demonstrate an awareness of cybercrime as a social phenomenon, and its proliferation as a global social problem.
	C2
	

	A3
	Critically engage in sophisticated academic debates about cybercrime as a developing social problem connected with use of the World Wide Web.
	B3
	Demonstrate an understanding of the causation and structural factors which underpin cybercriminality and cybersecurity.


	C3
	

	A4
	Show an awareness of the security issues attached to cybercriminality alongside the ability to evaluate preventative measures, including legislation and policing practice.
	B4
	
	C4
	

	A5
	Demonstrate ethical and cultural awareness and sensitivity in cyber research. 
	
	
	
	

	A6
	Conceptualise, research and implement two pieces of extended cybercrime coursework successfully to completion.
	
	
	
	


	Key Skills

	
	Self Awareness Skills
	
	Communication Skills
	
	Interpersonal Skills

	AK1
	Take responsibility for  own learning and plan for and record own personal development
	BK1
	Express ideas clearly and unambiguously in writing and the spoken work
	CK1
	Work well  with others in a group or team

	AK2
	Recognise own academic strengths and weaknesses, reflect on performance and progress and respond to feedback
	BK2
	Present, challenge and defend  ideas and results effectively orally and in writing
	CK2
	Work flexibly and respond to change

	AK3
	Organise self effectively, agreeing and setting realistic targets, accessing support where appropriate and managing time to achieve targets
	BK3
	Actively listen and respond appropriately to ideas of others
	CK3
	Discuss and debate with others and make concession to reach agreement

	AK4
	Work effectively with limited supervision in unfamiliar contexts
	
	
	CK4
	Give, accept and respond to constructive feedback

	
	
	
	
	CK5
	Show sensitivity and respect for diverse values and beliefs

	
	Research and information Literacy Skills
	
	Numeracy Skills
	
	Management & Leadership Skills

	DK1
	Search for and select relevant sources of information
	EK1
	Collect data from primary and secondary sources and use appropriate methods to manipulate and analyse this data
	FK1
	Determine the scope of a task (or project)

	DK2
	Critically evaluate information and use it appropriately
	EK2
	Present and record data in appropriate formats
	FK2
	Identify resources needed to undertake the task (or project) and to schedule and manage the resources

	DK3
	Apply the ethical and legal requirements in both the access and use of information
	EK3
	Interpret and evaluate data to inform and justify arguments
	FK3
	Evidence ability to successfully complete and evaluate a task (or project), revising the plan where necessary

	DK4
	Accurately cite and reference information sources
	EK4
	Be aware of issues of selection, accuracy and uncertainty in the collection and analysis of data
	FK4
	Motivate and direct others to enable an effective contribution from all participants

	DK5
	Use software and IT technology as appropriate
	
	
	
	

	
	Creativity and Problem Solving Skills
	
	
	
	

	GK1
	Apply scientific and other knowledge to analyse and evaluate information and data and to find solutions to problems
	
	
	
	

	GK2
	Work with complex ideas and justify judgements made through effective use of evidence
	
	
	
	

	Teaching/learning methods and strategies

	 The teaching and learning strategy has been designed to support a curriculum which provides a comprehensive knowledge and understanding of theoretical approaches used in cybercrime and internet regulation.  Students will explore complex issues from alternative perspectives which can challenge their preconceptions, thus reflecting the demands students may face in future work settings.  In exploring these areas students will have to demonstrate a high degree of independent thought and action, as well as an ability to work with peers in collaborating to enhance knowledge and understanding for mutual benefit.  Students will also be required to encounter and fully explore the ethical dilemmas involved in criminological research and policy implementation.  Teaching will be delivered and managed by the course leader assisted by colleagues with the relevant professional expertise from the Department of Social Sciences, and the Centre for Abuse and Trauma studies at Kingston University.  The strategy encompasses a range of different methods, including: lectures; seminars; interactive workshops; small group work; case studies; portfolios.  Lectures will provide an overview of the relevant material, mapping out the terrain and identifying key issues and problems. They will draw on criminology and socio-legal disciplines and apply these to the explanation, investigation and regulation of cybercrime.  The lectures will be supported by seminars, group work and interactive workshops, which will provide students with an opportunity to clarify issues, raise questions and engage in a critical dialogue with lecturers and fellow students.   

	Assessment strategies

	The assessment strategies used in this field complement the teaching and learning strategy and are designed to assess the development and extent of students’ knowledge and understanding of cybercrime, its regulation and control.  This is achieved by formative interaction via exercises during seminars and summative formal assessment via a cybercrime report in semester 1 and extended essay in semester 2.  The former will assess both individual and group-based tasks and enable the receipt of feedback in order for students to feed forward and develop their learning experience. The latter are outlined below. The seminar and workshop activities allow students to practice their new skills. Formative Assessments are used to monitor students’ engagement with the topics covered and to evaluate both individual and group-based tasks and facilitate the provision of feedback in order to feed forward and enhance students’ learning experience. These in-class activities (such as presentations and group work) provide the opportunity for students to demonstrate their emergent skills and receive both peer and tutor feedback.

	
	


D. Entry Requirements
The minimum entry qualifications for the programme are:

A second class degree or relevant professional practice.  

Where a candidate’s first language is not English, advanced English language competence in the form of appropriate certificated learning (IELTS requirement of 6.5) or equivalent must be demonstrated as detailed in Kingston University’s Admissions Regulations.
Typical entry qualifications set for entrants to the field are:

An upper second class degree in Criminology or equivalent in a cognate subject 
OR  evidence of relevant certificated professional practice 
OR evidence of extended non certificated practice in relevant operational settings 

All certificated and non-certificated learning will require verification. In the case of certificated learning, this will require the presentation of relevant certificates and/or confirmation from the award-giving body. In the case of non-certificated learning, verification will be established in the course of the interview to which all applicants will be invited, or, where appropriate, through the submission of supporting documentation and evidence.

E. Programme Structure
This programme is offered in full-time and part-time mode, and leads to the award of a Minor in Cybercrime.  

E1.
Professional and Statutory Regulatory Bodies


N/A
E2.
Work-based learning, including sandwich programmes

N/A
E3.
Outline Programme Structure

This field is part of the University’s Postgraduate Credit Framework.  Fields in the PCF are made up of modules which are designated principally at level 7. Single modules in the framework are valued at 30 credits and the field will contain one module.  The minimum requirement for a Postgraduate Certificate is 60 credits, for a Postgraduate Diploma is 120 credits and for a Masters degree is 180 credits.  In some instances the Postgraduate Certificate and Postgraduate Diploma may be offered to students who only complete specified parts of the Masters degree.  Students will be provided with the PCF regulations. The classification method for Postgraduate Diplomas and Masters Degrees are based on an average score of all of the credit required for an award. 
The minor field provides a strong taught programme for students wishing to gain a solid foundation in contemporary criminology.  

Students must take the Cybercrime: Context, Form, Risk, and Regulation Module (for the Cybercrime minor): 
This module will introduce graduate students to the application of cybercrime and criminological and socio-legal theoretical approaches to the explanation of cybercriminality. 

Graduate students will also be introduced to the concept and practical application concepts of cyber risk, cybersecurity, and Information Technology Law. 
	Level 7  

	Compulsory modules


	Module code
	Credit 

Value
	Level 
	% 

Written exam


	% practical exam
	% 

course-work
	Teaching Block
	

	Option modules
	
	
	
	
	
	
	
	Pre-requisites

	Cybercrime: Context, Form, Risk, and Regulation 
	CM7006
	30
	7
	N/A
	N/A
	100%
	
	None

	Students exiting the programme with 60 credits are eligible for the award of PgCert

Students exiting the programme with 120 credits are eligible for the award of PgDip




F. Principles of Teaching Learning and Assessment 

This section provides an opportunity to describe how the Curriculum Design Principles have been utilised within the teaching, learning and assessment regimes for the course.  
Our students come from diverse academic, social and cultural backgrounds and their learning and skills development needs vary accordingly. To reflect this, the programme provides flexible and varied teaching, learning and assessment strategies in order to ensure that all students have as equal an opportunity as possible to develop the necessary knowledge and skills appropriate for a postgraduate student in this discipline.

This field has been designed around the broad principles of the KU Led by Learning Strategy and the particular KU Curriculum Design principles.  The programme’s learning and teaching strategy has a range of methods of teaching but there is an overarching aim of creating for students a sense of active and productive participation in an academic community committed to the understanding of psychology and crime related phenomena.  A sense of cohort identities is developed and strengthened through seminar-based group work. In addition to which applications of subject specialisms through building on the experiential knowledge of students, practitioner engagement in teaching, academic staff’s own research informed teaching, problem -solving, and having praxis-informed assessments.
The overall assessment regime for the course is designed to help students learn and to demonstrate that they have met the learning outcomes of the programme and of each level of study.  A range of assessment strategies is used in the field in order to encourage a broad range of skills and to accommodate students’ different learning styles throughout the programme. For example a diagnostic essay is set at the outset to assist students in gauging where their current academic skills and assists in targeted where additional support is required this is of particular benefit to our international students (who are diverse in their language and academic capabilities) Methods include: critical evaluation, report writing and case study analysis as well as the development of professional presentation skills. Different assessment modes thus reflect and enhance the interdisciplinary inputs to the field programme.  The Minor in Cybercrime provides explicit formative opportunities such as case-study analysis for practice and constructive ‘feed forward’ opportunities designed to help students reach their full potential in summative assessment and care is taken to avoid assessment clustering. The development of academic skills is integrated throughout the course and assessed both formatively and summatively.  By graduation, students should demonstrate complex problem-solving, evaluative and reflective skills intrinsic to the discipline and the attributes needed for self-managed, lifelong learning. They should also be able to apply the specialist knowledge and skills attained to a diverse range of related occupations within the criminal justice arena and more broadly and hence increase their employability. 
G. Support for Students and their  Learning

Students are supported by:

Their Personal Tutor as a first point of contact throughout the year who provides general academic and pastoral support and refers on for more specialised services. Students will also have access to Centre for Academic Support and Employment for additional guidance on study skills. There is also a subject librarian to assist with all bibliographic and related e-resource queries. A Pastoral Support Officer complements the role of the Personal Tutor and for those with accessibility issues a Disability & Dyslexia Support Service.  Finally, there is also IT support for all computing related issues. 
H. Ensuring and Enhancing the Quality of the Course

The University has several methods for evaluating and improving the quality and standards of its provision.  These include:

· External examiners

· Boards of study with student representation

· Annual review and development

· Periodic review undertaken at the subject level

· Student evaluation

· Moderation policies

I. Employability Statement 
Students graduating from this course will be well equipped to develop a variety of careers involved in the criminal justice and cyber security fields. For example:

· policing and security services;

· legal professions;

· private security;

· IT management;

· compliance management;

· offender management;

· crime reduction; 

· programme evaluation and research;

· related advocacy and policy based organisations.

They are also encouraged to undertake work experience relevant to their studies and hence engage in volunteering within a criminal justice field. This will provide them with practical experience and complement their academic experience. 
J. Approved Variants from the UMS/PCF

N/A

K. Other sources of information that you may wish to consult

N/A

Development of Programme Learning Outcomes in Modules

This map identifies where the programme learning outcomes are assessed across the modules for this programme.  It provides an aid to academic staff in understanding how individual modules contribute to the programme aims, and a means to help students monitor their own learning, personal and professional development as the programme progresses and a checklist for quality assurance purposes.    Include both core and option modules.
	
	Module Code
	
	CM7006

	Programme Learning Outcomes
	Knowledge & Understanding
	A1
	S/F

	
	
	A2
	S

	
	
	A3
	F

	
	
	A4
	S

	
	
	A5
	S

	
	
	A6
	S

	
	Intellectual Skills
	B1
	S/F

	
	
	B2
	S/F

	
	
	B3
	S/F

	
	Practical Skills
	C1
	S/F

	
	Transferable Skills
	D1
	S/F

	
	
	D2
	S/F

	
	
	D3
	S/F

	
	
	D4
	S/F


S 
indicates where a summative assessment occurs.  

F
where formative assessment/feedback occurs.  
Indicative Module Assessment Map

This map identifies the elements of assessment for each module.  Course teams are reminded that:

· There should be no more than three elements of assessment per module

· There should be no more than one formal examination per module.  

· Synoptic assessments that test the learning outcomes of more than one module are permitted

	Module
	Coursework 1
	Coursework 2
	Examination

	Level 
	Module Name
	Module code
	Credit value
	Core/

option
	Type of coursework
	Word Length
	Weighting %
	S/F*
	Type of coursework
	Word Length
	Weighting %
	S/F*
	Written/

practical
	Duration
	Weighting %
	S/F*

	7
	Cybercrime: Context, Form, Risk, and Regulation 
	CM7006
	30
	option
	Cybercrime Report 


	3,000


	50%


	S


	Essay 
	3,000
	50%
	S
	N/A
	N/A
	N/A
	N/A


Technical Annex

	Final Award(s):


	MA Cybercrime (Minor)

	Intermediate Award(s):


	N/A

	Minimum period of registration:
	One Year full-time
Two Years part-time



	Maximum period of registration:
	Two years full-time
Four years part-time



	FHEQ Level for the Final Award:


	Masters

	QAA Subject Benchmark:
	Criminology

	Modes of Delivery:  
	Full time and part time

	Language of Delivery:  
	English

	Faculty
	Arts and Social Sciences

	School: 
	Psychology, Criminology, Sociology

	JACS code:
	L311

	UCAS Code:  
	n/a

	Course Code: 
	HFFKPMA1FCRC

	Route Code: 
	HXCRIWCYC
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