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B.
FEATURES OF THE FIELD

1.
Title:


The field is available in the following forms:
· MSc/PG Diploma in Network & Information Security with Management Studies
· PG Certificate offered as an exit award only
2.
Modes of Delivery


The field is offered in the following alternative patterns:
· Full-time over 1 year
· Part-time over 2-3 years
3.
Features of the Field

Network & Information Security is offered in full-time and part-time modes, structured so as to enable part-time students who work full time to complete the course. To this end, most modules are taught in full-time, week-long blocks. There are two intakes to the course: one in October and the second in January. Those starting in January should either be familiar with networking technologies already, or prepared to complete pre-reading in TCP/IP networking before commencing the course, as this core module is taught in the first semester. 

The course is taught in a specialist Data Communications laboratory, with access to state-of-the-art networking and security equipment from Cisco, Clavister, Microsoft, DESLock, etc. Demonstrations of current technology for the students to explore are provided by industry. The programme also consists of two management modules delivered by the Faculty of Business and Law.

The course will be kept up-to-date and relevant by utilising as many of the following as possible: industrial panels; industry links and collaborations; links with standards bodies; research informed teaching; vendor seminars and training; staff development. When available, additional learning opportunities will be offered to the students, such as vendor certification and security summer schools. 
C.
EDUCATIONAL AIMS OF THE FIELD

The aims of the field are:
· to provide students with knowledge, skills and a critical appreciation of Network and Information Security;

· to enable students to analyse a system and design an appropriate, custom solution;

· to develop subject related practical skills;

· to provide students with the opportunities to develop their written and oral communication skills;

· to provide students with management knowledge and skills and an awareness of the legal obligations and social and ethical implications of professional practice;

· to prepare students for employment, research, further study and lifelong learning by developing their intellectual, problem-solving, practical and key (transferable) skills.
In addition the aims of the MSc are:

· to provide students with an in-depth knowledge and understanding of the core elements of Network Security, Cryptography and Network Technologies for both secure and dependable computing;

· to enable students to critically analyse a scenario, evaluate a range of solutions, and adapt and exploit a variety of strategies to ensure optimum system performance;

· to enable students to identify, locate and critically appraise secondary and primary sources as a basis for independent study, technical papers and a major research project.

D.
LEARNING OUTCOMES (OBJECTIVES) OF THE FIELD

1.
Knowledge and Understanding

On completion of the field students will be able to:

· demonstrate a critical awareness of the current developments and future trends in cryptography and network security;
· design and deploy a secure and dependable network infrastructure showing a detailed understanding of the underlying principles and practical techniques;
· analyse and specify security requirements, including: security polices and countermeasures for network services;
· demonstrate knowledge and understanding of relevant data communications standards;
· awareness of the ethical, legal and professional issues in the deployment of security countermeasures and assessment tools;
· demonstrate knowledge and understanding of management in an organisation.
2.
Cognitive (thinking) Skills
On completion of the field students will be able to demonstrate:
· depth of knowledge in the complex and specialised areas of Network Security and Cryptography and considerable breadth of knowledge across networking and secure & dependable computing;

· an ability to deal with complexity, lacunae and contradictions in a complex knowledge base using appropriate methods;

· independent evaluation of alternative approaches (including their own) together with the ability to accurately report this;

· a confident response to problems by autonomously synthesising information and ideas to provide appropriate solutions.
3.
Practical Skills

On completion of the field students will be able to:
· carry out subject related practical tasks;
· encode/decode data with a variety of algorithms appropriate for different situations;

· use vulnerability assessment and auditing tools;

· configure a firewall and other network security mechanisms;
· configure network properties for different types of network nodes.
4.
Key Skills

On completion of the field students will have acquired transferable skills to be able to:
· engage with a critical community, including reflect on their own and others’ practice;

· work with and within a group towards defined outcomes and take the role of recognised leader and consultant;

· motivate others and to negotiate conflict effectively;

· engage in full professional and academic communication with peers.
E.
FIELD STRUCTURE

This field is part of the University’s Postgraduate Credit Framework. Fields in the PCF are made up of modules which are designated at level 7 (a small amount of level 6 credit may occasionally contribute to a postgraduate field). Single modules in the framework are valued at 15 credits and the field may contain a number of multiple modules. The minimum requirement for a Postgraduate Certificate is 60 credits, for a Postgraduate Diploma is 120 credits and for a Masters degree is 180 credits. In some instances the Postgraduate Certificate or Postgraduate Diploma may be the final award and Postgraduate Certificates and Postgraduate Diplomas may be offered to students who only complete specified parts of a Masters degree. The awards available are detailed in Section A and the requirements are outlined in this section. All students will be provided with the PCF regulations. 
Field Contents
	Module Code
	Module Title
	Credits
	Pre-requisites

	
	Core Modules:
	
	

	CIM250
	Cryptography
	15 L7
	None

	CIM414
	Secure & Dependable Computing
	15 L7
	None

	CIM140
	Network Security
	15 L7
	None

	CIM232
	TCP/IP Networks
	15 L7
	None

	CIM951
	Research Methods
	15 L7
	None

	
	Management Modules (select 2):
	
	

	BHM206
	Managing People & Organisations
	15 L7
	None

	BAM201
	Financial Resource Management
	15 L7
	None

	BMM204
	Marketing
	15 L7
	None

	
	Optional Modules (select 1):
	
	

	
	Any level 7 CISM module
	15 L7
	

	
	Compulsory Individual Project:
	
	

	CIM911
	Project Dissertation
	60 L7
	None


The field consists of 5 core taught modules, 2 taught management modules, 1 taught optional module and a compulsory final dissertation project. To enable students to add a more in-depth business dimension to their programme, any two option modules from the DMS (Faculty of Business) are to be offered: People and Organisations, Financial Resource Management, and Marketing. These will be presented in different patterns, weekends, evenings and days. Students then have a choice of their third optional module from any level 7 modules offered within the Faculty. 
F.
FIELD REFERENCE POINTS

· The field meets the requirements of the Draft Computing Masters Benchmark Statement.

· Teaching on the programme is informed by research undertaken by Research Groups and Centres in the Faculty of CISM, e.g. the Mobile Information and Network Technologies (MINT) Research Centre. 

· Current research areas include Network Security, Steganography and Mobile Communications with members of the faculty having published in international conferences and journals.
G.
TEACHING AND LEARNING STRATEGIES 

The Field is designed to give students a balance of theoretical and practical experience by utilising formal lectures and practical laboratory sessions. 

Formal lectures are used to give the students a background understanding in the theoretical aspects of cryptography, security and networking. These are then often reinforced by practical ‘hands-on’ sessions and/or industry specialists who contribute to give informative insight into industry developments.

The field gives students specialised knowledge and skills and explores methods for extracting and synthesising information. In order for the students to gain from the course they must draw on the taught material as well as the experience gained from the practicals and case studies embedded within modules.  

The student is then required to further explore and exploit the information given in the modules through guided self study which will require them to research and define the outcomes accurately and produce detailed solutions and innovative work. This work is designed to build the students’ competencies in research and in writing reports in preparation for them to produce their project dissertation. 

The course team is aware of the need for effective communication, both written and verbal, and the course prepares the students for their longer term career plans and continuing professional development (CPD). 

Apart from the project itself, each student may have to give verbal presentations during some modules, normally to their peer group and module leader. Students are also helped with verbal communication skills through discussion. Most modules include assessments based on written assignments that are designed to improve students’ research and evaluation skills.

The individual project provides a challenge to the candidate to investigate a theoretical area in depth or to undertake a real world problem. Students will be given close guidance to select a project that is relevant to their background or specialisation. During the project, the student will be expected to apply the knowledge that he/she has learned during the course in order to achieve a deliverable whilst satisfying any given constraints. Key skills in communication, presentation, literature search, problem analysis, project planning, report writing and solution justification are all part of the learning outcomes defined in this course.

Currently while students are on the MSc course here they can access ‘Cisco Network Academy’ material; however there is no formal teaching of the material unless a student pays to attend a short CCNA course here. This is an optional extra to the Masters course.
Module assessments are focused on current and future communication systems enabling students to have a firm insight into emerging IT systems.   

Students who are sponsored by their employers can undertake a project that is relevant to their employment. Students who are not funded by their employer undertake projects that are either sponsored by industrial companies or projects that are driven by the research groups in the Faculty.
H.
ASSESSMENT STRATEGIES

A combination of assessment methods will be used throughout the course. These methods are designed to demonstrate that the students have achieved the learning outcomes detailed in Section D above and may include the following elements:

· industrial report coursework;

· technical article coursework;

· unseen examinations;

· open book examinations;

· in-class tests;

· verbal presentations;

· project dissertation. 

Each module carries a final grade, which is made up of the marks for the individual module assessments. The contribution of the individual assessments to the module total and the requirements to pass each module will be detailed in the field handbook and module guides. Where possible the assessment methods will reflect the content and industrial significance of the module and the particular needs of the students in acquiring new and relevant skills. 
I.
ENTRY QUALIFICATIONS

Applicants for the MSc & Postgraduate Diploma are normally required to have a good honours degree in a relevant area or academic equivalent such as Computer Science/Information Technology. 

Exceptionally applicants who have substantial working experience in security or either the computing or data communications arena but no first degree may be considered if they can satisfy the Admissions Tutor of their motivation, evidence of their ability to work at this level and they are numerate.

Overseas students are required to satisfy the Admissions Officer that they have reached an equivalent academic standard as those required for home students.

Language Requirements

IELTS – currently minimum band 6.5

IBTOEFL – 90 (to include Reading and Writing 23 each)
J.
CAREER OPPORTUNITIES

The market for Network and Information Security is continually evolving and expanding, with new legislation and threats comes the need to constantly update systems. No system can be designed without security in mind from the outset. This field will prepare graduates for senior technical and management positions in the following industry sectors: 

· Financial

· IT within Regional and National Government

· IT within large Multinational Organisations

· Telecoms and Utilities

· Internet Service Providers

Including roles such as 

· Security Officer

· Security Consultant

· Systems Analyst

· Network Consultant

· IT Consultant

· Network Designer

· Network Software engineer

· Distributed Applications Developer

· Distributed Services Architect

· Network Manager

The career opportunities normally fall into two employment categories: companies consisting of network/security vendors or network/security service operators and user organizations. Graduates working for vendor companies typically will be employed in design and sales support whereas graduates employed by operators will normally be employed as network designers or in network operations.
K.
INDICATORS OF QUALITY

· All undergraduate fields in the Faculty and where appropriate specialist postgraduate fields are accredited by the British Computer Society.
· Modules used on this course are from other programmes accredited by the British Computer Society and the Institution of Engineering and Technology (IET).

· Kingston University, Faculty of Computing, Information Systems and Mathematics is an IET Endorsed Provider of short courses.

· Current CISM research includes Computer Vision and Digital Imaging, Electronic Commerce, Data Communications and Networking, Security, Software Engineering, Bioinformatics, Information Management, Learning Technology and New Media Design. 

· Kingston University’s research programmes have been recognised as nationally and internationally competitive in the last RAE and its originality and importance is reflected in greatly increased support from government, industry and charities.
L.
APPROVED VARIANTS FROM THE UMS/PCF

N/A
Appendix A – Course Structure Diagram
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	Module Code
	Learning Outcomes

	CIM250
	1a, 2a, 3a, 3b

	CIM414
	1b, 1c, 2a, 3a, 4b, 4c, 4d

	CIM140
	1a, 1c, 1e, 2a, 3a, 3c, 3d, 4a

	CIM232
	1b, 1d, 2a, 3a, 3e

	CIM951
	1e, 2b, 2c, 2d, 4a, 4b, 4c, 4d

	CIM911
	2b, 2c, 2d, 4a, 4b, 4c, 4d
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