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A.
NATURE OF THE AWARD

Awarding Institution:

Kingston University

Programme Accredited by:
Not applicable

Final Award(s):


MA Cybercrime (minor)
Intermediate Award(s):

NA

Field Title:



Cybercrime
FHEQ Level for the final award:
7

Credit rating by level:
Maximum of 30 credits @ Level 7
JACs code:



L300

QAA Benchmark Statement(s):
QAA Criminology benchmarks currently only exist at undergraduate level.

Minimum Registration Period:

One year full-time

Two years part-time

Maximum Period of Registration:
Two years full-time







Four years part-time

Faculty

Faculty of Arts and Social Sciences

School

School of Social Science

Location:



Penrhyn Road

Date Specification Produced:

October 2011
B.
FEATURES OF THE FIELD

1.
Title:

The field is available in the following forms where ‘X’ refers to another field:

MA in X with Cybercrime
2.
Modes of Delivery

The field is offered in the following alternative patterns:

· Full-time 


· Part-time
3.
Features of the Field
The proposed minor in Cybercrime offers a unique opportunity to study an emergent discipline.  The course is delivered by criminologists from the Department of Sociology and Criminology and draws on the expertise of staff within the Department’s research centre, the Centre for Abuse and Trauma Studies (CATS).  The internet is growing rapidly. It has given rise to new opportunities in every field, be it commerce, entertainment, sport, or education. However, there are two sides to the coin as the system has inherent disadvantages. One of the major disadvantages is cybercrime.  Cybercrime is a comparatively new subject area within criminology and the law which seeks to address the increasing use of computer technology for criminal activity.  The course is the first MA of its type in the UK, and aims to promote advanced knowledge of cybercrime within the domestic, European, and international settings.  The programme will be designed to appeal to those already involved in information technology investigation and security, those wanting to follow such a career path, and those who wish to develop their understanding and application of cybercrime and security issues.  

C.
EDUCATIONAL AIMS OF THE FIELD

The main aims of the minor field are to:
· To introduce graduate students to key theoretical concepts which formulate and underpin the discrete field of cybercrime within criminology and socio-legal studies.  

· To provide students with the knowledge, understanding and skills to critically engage with complex debates within the discipline and the wider social sciences.
· To develop students’ critical evaluation skills in the application of theory to practice via critical examination of information technology law, internet security practices, and cyberliberties.  

. 


D.
LEARNING OUTCOMES (OBJECTIVES) OF THE FIELD

1. Knowledge and Understanding

On completion of the Minor in Cybercrime students will be able to:

· Recognise and deconstruct cybercrime and identify and apply relevant theories to cybercriminality and online victimisation.

· Critically analyse cybercrime through the consideration and evaluation of real world case studies. 

· Critically engage in sophisticated academic debates about cybercrime as a developing social problem connected with use of the World Wide Web.

· Show an awareness of the security issues attached to cybercriminality alongside the ability to evaluate preventative measures, including legislation and policing practice. 

2.
Cognitive Skills  
On completion of the Minor in Cybercrime students will be able to demonstrate:

· The ability to synthesise criminological and socio-legal theories of cybercrime and utilise them to deconstruct cybercriminality.

· An awareness of cybercrime as a social phenomenon, and its proliferation as a global social problem.

· An understanding of the causation and structural factors which underpin cybercriminality.

3.
Practical Skills

On completion of the Minor in Cybercrime, students will be able to:

· Engage with diverse theoretical approaches and critically apply theory to practice.

· Possess a practical knowledge of cyber risk, cybersecurity, and Information Technology Law. 
4. 
Key Skills 
On completion of the Minor in Cybercrime students will have acquired the following key skills: 

a. Analytic and Problem Solving Skills
· The ability to recognise and deconstruct cybercrime, and identify and apply relevant theories to cyber criminality and online victimisation. 

· The ability to critically analyse and evaluate real world case study material on cybercriminality.

· The ability to apply their knowledge to recognise security issues attached to cyber criminality, and to consider preventative measures.  

b. Communication skills
· Report writing 

· Academic writing 

d. Research and Information Literacy skills
· Knowledge attained of electronic resources such as databases, online journals, and academic / practitioner web forums.

· A comprehension of diverse bibliographic databases, academic, professional and pivotal texts shall also be attained. 

E.
FIELD STRUCTURE

This field is part of the University’s Postgraduate Credit Framework.  Fields in the PCF are made up of modules which are designated principally at level 7, Single modules in the framework are valued at 15 credits and the field will contain two  modules.  The minimum requirement for a Postgraduate Certificate is 60 credits, for a Postgraduate Diploma is 120 credits and for a Masters degree is 180 credits.  In some instances the Postgraduate Certificate and Postgraduate Diploma may be offered to students who only complete specified parts of the Masters degree.  Students will be provided with the PCF regulations.

Students on the minor must take two specialist Cybercrime Modules: 
Core modules (for Cybercrime minor)

 CMM422 Cybercrime, Histories, Forms and Contexts

This module provides the foundation module for the MA Criminology & Cybercrime degree.  The course examines the impact of globalisation, the history of information technology and the establishment of the World Wide Web.  Consideration is given to what cybercrimes are, what is known about them, and how the internet and computer networks have redefined opportunities for criminal behaviour.
CMM423 Internet Risk, Security, Law and Regulation
This module builds on the solid knowledge base provided by the foundation module.  Primarily, the course is concerned with a critical examination of how the internet is regulated and policed, and whether cybercrime can be controlled, reduced or eradicated.  The social harm caused by cybercrime is considered, alongside the monetary cost of such activity.  

Duration of study:

Full time mode:
1 academic year

Part time mode:
2 academic years

Structure of the academic year

Semester 1

16 weeks

Semester 2

16 weeks

Module titles, (provisional) codes, levels and credits

Minor in Cybercrime

	Module Code
	Module Title
	Credits
	Level
	Sem

	CMM422
	Cybercrime, Histories, Forms and Contexts 
	15
	7
	1

	CMM423
	Internet Risk, Security, Law, and Regulation
	15
	7
	2


F.
COURSE REFERENCE POINTS

The awards made to students who complete the MA programme, or are awarded intermediate qualifications, comply fully with the Framework for Higher Education Qualifications.

All of the procedures associated with the course comply with the QAA Code of Practice for Higher Education.
G.
TEACHING AND LEARNING STRATEGIES 

The teaching and learning strategy has been designed to support a curriculum which provides a comprehensive knowledge and understanding of theoretical approaches used in cybercrime and internet regulation.  Students will explore complex issues from alternative perspectives which can challenge their  preconceptions,  thus reflecting the demands students may face in future work settings.  In exploring these areas students will have to demonstrate a high degree of independent thought and action, as well as an ability to work with peers in collaborating to enhance knowledge and understanding for mutual benefit.  Students will also be required to encounter and fully explore the ethical dilemmas involved in criminological research and policy implementation. 
Teaching will be delivered and managed by members of the Criminology Staff team assisted by colleagues with the relevant professional expertise from the Centre for Abuse and Trauma studies at Kingston University. 

The strategy encompasses a range of different methods: 

· lectures;

· seminars;

· interactive workshops;

· small group work;

· case studies;

Lectures will provide an overview of the relevant material, mapping out the terrain and identifying key issues and problems. They will draw on criminology and socio-legal disciplines and apply these to the explanation, investigation and regulation of cybercrime.  The lectures will be supported by seminars, group work and interactive workshops, which will provide students with an opportunity to clarify issues, raise questions and engage in a critical dialogue with lecturers and fellow students.   
H  
ASSESSMENT STRATEGIES 

The assessment strategies used in this programme complement the teaching and learning strategy and are designed to assess the development and extent of students’ knowledge and understanding of cybercrime, its regulation and control.  This is achieved by formative feedback through problem solving exercises and presentations during seminars and summative assessment through extended pieces of academic writing in the form of  a formal report in semester 1 and essay in semester 2. 

I.
ENTRY QUALIFICATIONS

1. 
The minimum entry qualifications for the programme are:

· A second class degree or relevant professional practice.  

· Where a candidate’s first language is not English, advanced English language competence in the form of appropriate certificated learning (IELTS requirement of 6.5) or equivalent must be demonstrated as detailed in Kingston University’s Admissions Regulations.
2.
Typical entry qualifications set for entrants to the field are:

· An upper second class degree or equivalent in a cognate subject OR

· Evidence of relevant certificated professional practice OR Evidence of extended non certificated practice in relevant operational settings 

· International students where a candidate’s first language is not English, advanced English language competence in the form of appropriate certificated learning (IELTS requirement of 6.5) or equivalent must be demonstrated as detailed in Kingston University’s Admissions Regulations.

All certificated and non-certificated learning will require verification. In the case of certificated learning, this will require the presentation of relevant certificates and/or confirmation from the award-giving body. In the case of non-certificated learning, verification will be established in the course of the interview to which all applicants will be invited, or, where appropriate, through the submission of supporting documentation and evidence.
J.
CAREER OPPORTUNITIES

Students graduating from this course will be well equipped to develop a variety of careers involved in the criminal justice field, such as :

· policing;

· legal professions;

· private security;

· IT management;

· compliance management;

· offender management;
· crime reduction; 

· programme evaluation and research;
· related advocacy and policy based organisations.

K.
INDICATORS OF QUALITY

In 2008 the subject area was commended by Internal Subject Review on a number of grounds including the excellent teaching and support provided to the students, as evidenced through the high level of student satisfaction. The course team has a core of experienced and recognized academics with both practitioner and research qualifications.  

L.
APPROVED VARIANTS FROM THE UMS/PCF
N/A
	CMM422 Cybercrime, Histories, Forms and Contexts.

	Formative

Assessment
	Summative

Assessment

	Learning outcomes of the minor field route – To be able to:
	
	

	demonstrate a knowledge of the global impact of information technology, the World Wide Web, and cybercrime.
	Seminar presentations
	Report

	critically apply their knowledge to understanding cybercriminality.
	Seminar-Case studies
	Report

	engage critically with academic debates about cybercrime.
	Seminar group discussions
	Report

	demonstrate an understanding of the social importance of cyberspace in changing the nature of offending, policing, and victimisation
	Seminar presentations
	Report


Map of Learning Objectives of the MA in Cybercrime

Map of Formative and Summative Assessment Formats for the MA in Cybercrime

	CMM423 Internet Risk, Security, Law and Regulation. 
Learning outcomes of the minor field route – To be able to:
	Formative

Assessment
	Summative

Assessment

	evidence their knowledge of the current and future challenges for law, criminology, criminal justice, and policing with regards to cybercrime.
	Seminar presentations
	Essay

	draw upon perspectives spanning socio-legal studies, criminology, politics and cultural studies to examine a wide range of cybercrime issues.
	Seminar-Case studies
	Essay

	critically apply their knowledge to understanding the risks attached to internet use and the control of cyberspace. 
	Seminar presentations
	Essay

	engage critically with academic debates about cyber regulation, IT law, internet security, and cyber liberties.
	Seminar group discussions
	Essay


	Learning Outcomes of the Minor in Cybercrime
	CMM422
	CMM423

	Knowledge and Understanding

On completion of a minor field students will be able to:
	
	

	Recognise and deconstruct cybercrime and identify and apply relevant theories to cybercriminality and online victimisation.
	F/S
	F/S

	Critically analyse cybercrime through the consideration and evaluation of real world case studies. 
	F/S
	F/S

	Critically engage in sophisticated academic debates about cybercrime as a developing social problem connected with use of the World Wide Web.
	F/S
	F/S

	Show an awareness of the security issues attached to cybercriminality alongside the ability to evaluate preventative measures, including legislation and policing practice. 


	F/S
	F/S

	Cognitive Skills 
On completion of the Minor in Cybercrime students will be able to demonstrate
 
	
	

	The ability to synthesise criminological and socio-legal theories of cybercrime and utilise them to deconstruct cybercriminality.
	F/S
	F/S

	An awareness of cybercrime as a social phenomenon, and its proliferation as a global social problem.
	F/S
	F/S

	An understanding of the causation and structural factors which underpin cybercriminality.
	F/S
	F/S

	Practical Skills
On completion of the Minor in Cybercrime, students will be able to:
	
	

	Engage with diverse theoretical approaches and apply critically theory to practice.
	F/S
	F/S

	Possess a practical knowledge of cyber risk, cybersecurity, and Information Technology Law. 
	F/S
	F/S

	Key Skills
	
	

	Analytic and Problem Solving Skills
On completion of the Minor in Cybercrime students will be able to demonstrate
	
	

	The ability to recognise and deconstruct cybercrime, and identify and apply relevant theories to cyber criminality and online victimisation. 
	F/S
	F/S

	The ability to critically analyse and evaluate real world case study material on cybercriminality
	F/S
	F/S

	.The ability to apply their knowledge to recognise security issues attached to cyber criminality, and to consider preventative measures
	F/S
	F/S

	Communication skills
	
	

	· Report writing 
	F/S
	F/S

	· Academic writing 
	F/S
	F/S

	Research and Information Literacy skills
	
	

	· Knowledge attained of electronic resources such as databases and practitioner websites.
	F/S
	F/S

	· A comprehension of diverse bibliographic databases, academic, professional and pivotal texts shall also be attained. 
	F/S
	F/S


* The Key skills covered in this minor programme would be matched and supplemented with those covered and summatively assessed in Major combination programmes, ensuring the University’s Key Skills learning outcome framework is fully met.
F indicates a formative assessment which is ungraded. 
S indicates a graded assessment.
Timetable of Scheduled Classes and Assessment Points (Indicative)

Semester 1

	CMM422

Cybercrime, Histories, Forms and Contexts.

	W1
	W2
	W3
	W4
	W5
	W6


	W7
	W8
	W9
	W10
	W11
	W12
	Exam Period

	
	
	
	
	
	
	EAW
	
	
	
	
	
	
	Report


Semester 2

	CMM423

Internet Risk, Security, Law and Regulation.
	W1
	W2
	W3
	W4
	W5
	W6


	W7
	W8
	W9
	W10
	W11
	W12
	Exam Period

	
	
	
	
	
	
	EAW
	
	
	
	
	
	
	Essay
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